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Processing Credit Cards with Infinity POWER
(Versions 7.4, 7.5 and higher)

Configuration of DP/CHARGE and Infinity POWER

DP/CHARGE PAYMENT SERVER
(Part #273)
The DP/CHARGE Payment Server is an application which can be installed on your accounting
system network to provide a link between the Infinity POWER Accounting Software products
and a Credit Card Payment Processor. The payment processor currently supported for PA-DSS
compliance is OpenEdge, formerly Payment Processing, Inc. (PPI). Because a Merchant ID
from OPENEdge, used with Versions 7.4, 7.5 and higher of Data Pro’s Infinity POWER
Accounting Software and DP/CHARGE Payment Server is PA-DSS compliant, this allows
you, as a merchant who processes credit cards, to become PCI-DSS compliant.
Because of our integration to the OPENEdge PayMover network solution, the sensitive card
data that you, as the merchant, are held responsible for now resides in the OPENEdge
PayMover network database and not on your local servers.
Data Pro Accounting Software spent significant development resources preparing for the original
release of Version 7.4 due to the requirements mandated by the credit card industry that went
into effect July 1, 2010. This version release incorporated all new mandatory features required
by the Payment Card Industry.
Future version releases will incorporate the latest EMV technologies that only affect those
merchants processing credit cards at the “Point of Sale” and not over the phone or the Internet.
Data Pro’s rollout timing for EMV has been deliberate due to the nature of the required changes
and the hardware necessary for support of EMV technology and the emerging wireless payment
systems such as Apple Pay and Samsung Pay. See the attached memorandum from OpenEdge
dated July 22, 2016 at the end of this document for more details.
This is a critical issue that any business owner must address if their firm is processing credit
cards. The Payment Card Industry has created a special security standards council for the
purpose of protecting the consumer from card data theft and fraud.
To this end, these new standards have been imposed on every level within the industry from
merchants, banks, processors, hardware and software developers, and point of sale vendors. The
new standards for protecting card data is called the “Payment Card Industry Data Security
Standard” which sets all guidelines for how cardholder data is secured, stored, processed or
transmitted by merchants and other organizations.
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The “standard” is managed by the PCI Security Standards Council (PCI SSC) and its
founders – American Express, Discover Financial Services, JCB International, MasterCard
Worldwide and Visa Inc. By using Data Pro’s Infinity POWER Version 7.4, 7.5 and higher
in conjunction with the DP/CHARGE Payment Server, you are utilizing a PA-DSS compliant
software solution for your business. None of Data Pro’s other previous product integrations or
earlier software versions have gone through PA-DSS compliance. Only Versions 7.4, 7.5

and higher are fully compliant with the PA-DSS requirements!
Even if you are processing credit cards using stand-alone credit card terminals, you still have
obligations to become PCI-DSS compliant, even though you are not processing your credit card
transactions through the Data Pro Infinity POWER software applications. Risk levels have
never been higher for handling credit card information.
Hackers want to steal and employees can tend to mismanage your customer’s credit card
information. Either way, ultimately YOU will be the one who gets held liable if damages occur.
Failure to abide by these standards can result in fines from the Card Associations, especially in
the event of a security breach.
Banks and credit card processors, over the years, have ascertained that some of the biggest
breaches in credit card data have occurred by unsuspecting merchants who have allowed smart
people (often from foreign countries) to hack their networks and capture large quantities of credit
card numbers which has left them liable for replacing the money stolen from those cards.
Validating software companies to ensure that they are PA-DSS compliant is only half the
process. If there is a breach, the first place the Secret Service will look is at the software you are
using to verify that the merchant is, in fact, PCI-DSS compliant all the way down to the specific
version of software you are running. In Data Pro’s case, any version lower than Version 7.4 is
NOT PA-DSS compliant.
Data Pro customers who have not become “Validated” haven’t understood their level of risk yet
and won’t until they are “breached” and fined for the damages caused by the culprits capable of
stealing card data. All merchants who process credit cards are required to comply with PCIDSS, which includes completing the Self-Assessment Questionnaire (SAQ). The SAQ is a
validation tool used to assist merchants with meeting their PCI-DSS compliance requirements.
On the Data Pro web site, you will find a link that will allow you to print out this “SelfAssessment Questionnaire.”
Remember, you can complete this form completely on your own without any further expense on
your part other than the time and effort required for your own internal review. However, many
merchants find this an uncomfortable process and aren’t sure how to answer the questionnaire
and aren’t clear whether they have, in fact, met the requirements appropriately. That is why the
industry has “Qualified Security Assessor” organizations that can assist in this process.
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By partnering with OPENEdge, Data Pro made sure we had a process in place that would allow
us to guide our merchants through this process with minimal confusion and expense.
OPENEdge recognizes the obstacles merchants face in meeting PCI-DSS compliance
requirements.
To help you with this endeavor, OPENEdge has partnered with PCI-Assure, a leading Qualified
Security Assessor (QSA) and Approved Scanning Vendor (ASV), to offer you the OPENEdge
PCI Compliance Program for Businesses. It's a comprehensive service that offers a PCI
compliance program tailored to how you run your business featuring the OPENEdge PCI
Breach Reimbursement Guarantee! For businesses with integrated IP-based payment
processing, the program features a full-featured PCI compliance portal with easy-to-use
navigation and award-winning vulnerability detection.
Featuring PCI-Assure® PCI Manage, the program includes:











PCI compliance portal featuring the PCI Wizard and To Do List to help determine
the steps required for your business type, making the process easy to complete and
informative.
Vulnerability scanning service for up to 3 IPs to help determine the vulnerabilities
in your network.
On demand external scanning – ad‐hoc scans up to 12 a year.
The Security Policy Advisor for assistance with PCI DSS policy documents and
requirements – one per merchant ID (MID) – and to develop your own unique
internal best practices.
The PCI‐Assure Agent for up to 3 devices for simplifying the scanning process and
providing ongoing compliance monitoring for the systems the agent is installed
upon.
Access to the PCI Video Assistant, on‐line help test, tutorials and educational tools
for your staff (up to 10 users).
Annual Immediate user access to web‐based scan report results upon scan
completion.
24/7 phone and email support from PCI‐Assure for PCI DSS questions.
Electronic report submission of quarterly PCI compliance letter (executive report)
to Acquirer.
Annual cost of $149 for one MID up to 3 devices (IPs).

Once you achieve and maintain PCI-DSS compliance, you may be eligible to be reimbursed up
to $100,000 by OPENEdge for forensic reviews, fines and card reissuance costs resulting from a
card data breach.
The key is this annual service will require the scanning service from PCI‐Assure to monitor
network traffic on your internal network to monitor whether or not credit card data is passing
across your network or not. It will also scan key databases and other locations to ensure your
staff are staying in compliance and keeping your company safe.
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Keep in mind, however, that transmitting card data across a network is only one kind of breach
of PCI compliance. How many of your staff members have Excel spreadsheets with customer’s
card numbers they use when asked to charge again a sale transaction in the future? Or, do they
have the card number written on a “post-it-note” that’s stuck to the side of their computer
monitor?
These are the classic examples of breaching the PCI-DSS standards. Since your firm will be
held accountable for any security breaches if this data is stolen or lost, you have to revisit
whether you can afford your current non-compliant policies any further? The whole industry is
re-evaluating theirs.

Installing DP/CHARGE Payment Server
Once you double click on the DP/CHARGE Setup icon, the following screen will appear:

The system will exact a series of files and prepare the installation so that you may continue on
the following screen.
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Click on the “Next” button to continue the installation or click on “Cancel” to halt the
installation. The following screen will be displayed. It shows where the “default” location of
the applications will be placed on your computer. If you click on “Change” you may elect to
install the application in another directory or another drive on your PC or network.

If the default configuration is satisfactory, click on “Next.” You may click “Cancel” to halt the
installation process.
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The next screen will prompt you that the installation program is ready to begin. Click on
“Install” to begin the actual installation process or click on “Cancel” to halt the installation.

The system will begin to install the application into the directory where you specified earlier.
The status bar will show the progress of the installation as it is moving along.
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This normally does not take very long (i.e. less than one minute). When the installation is
completed the following screen will appear.

Click on the “box” to “Launch DP/CHARGE Payment Server” once you click the “Finish”
button if you want to go directly to the application. Otherwise, leave it blank and the installation
will finish and return you to your desktop.
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If you clicked on the “box” to launch the DP/CHARGE Payment Server, the prior screen will
have appeared. If you click on the “File” option at the top left of the screen, the following
window will appear allowing you to configure the DP/CHARGE Payment Server.

The current “Processor Gateway” supported by this utility is from Payment Processing, Inc.
(OPENEdge PayMover). You must have a current Merchant ID Account for credit card
processing from OPENEdge to utilize this feature. That would include processing for
MasterCard, VISA and Discover cards. American Express transactions are optional and can be
run through their network as well.
With the OPENEdge PayMover gateway set as the default Processor Gateway, you would
then enter the TCP/IP Listening Port: This can vary widely depending on your network
configuration. However, Port 9600 is a common listening port that will generally work fine for
most users.
The lower section of this screen is dedicated to configuring each Company ID and their unique
Account Tokens and Transactions IDs. Since DP/CHARGE provides support for multiple
companies and multiple users, it is not necessary to have multiple instances of the application
loaded it you have more than one business on your network that performs credit card processing.
The “Company ID” to be entered, however, must match the actual three character “Company
ID” you have used for each company’s software data files.
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In the previous example, if you have the Infinity Sample Company (INS), you would enter
“INS” so that the system knows automatically how to communicate to the proper set of
accounting data files. Likewise, Company 100 and 200 represents two other unique set of data
files for two separate companies with processing capabilities.
There can be dozens of companies implemented at one time. Each company, however, must
have their own unique OPENEdge Merchant ID. No company can perform credit card
processing on behalf of another firm. That would be a major violation of all merchant
processing rules.
Once a Merchant account has be established with OPENEdge, you will be sent a secured e-mail
with a special User ID and instructions to call to get your secure password. Once you call, you
will be able to get the link necessary to find your special encrypted “OPENEdge Token” which
includes your unique Merchant ID that identifies your company to OPENEdge and the credit
card processing network you will be doing business with.
Once you have gone to this special link, you will be able to take your mouse and highlight the
encrypted OPENEdge Token and use the CTRL C combination keys to copy the token to your
local clipboard. Then, you will return to the field under “Account Token” and click next to the
proper Company ID and use the CTRL V combination keys to paste the information into the
field.
You will not be able to read this information. It is encrypted and will simply be stored by
DP/CHARGE and used to communicate automatically when processing credit card transactions.
The last field is a transaction sequence number to be set by you. You can pick any starting
Transaction Number you desire. This number is an Order ID used by the credit card processor
on every single transaction that is performed through their credit card network.
Unlike the automatic transaction numbers generated by Data Pro’s Infinity POWER software,
such as the next Invoice Number or Sales Order Number, this number is automatically
sequenced for EVERY single type of credit card transaction.
This includes VOIDS, credits, charges, reversals, anything. This number is the unique identifier
that the Processor uses to identify transactions. When you log in to the OPENEdge Merchant
web site to review transactions each day, this is the number you will find to identify each
transaction. It gets automatically updated each time there is a new transaction. Once it is set in
this configuration, you don’t need to adjust it further. Therefore, you may want to start it with a
fairly low starting ID number like “1001.”
Click on “OK” to save the changes to this screen or click on “Cancel” to exit without saving.
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Next, click on the “Start Server” option. This will put the program in an on-going listening
mode look for transaction activity until the server is “stopped.” Once this option is running, the
default option then automatically appears as shown below where you can click to “Stop
Server.” This becomes a “toggle” function.
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SETUP DP/CHARGE AS A WIN32 SERVICE ON THE SERVER
One of the servers or workstations on your network must now be chosen as the DP/CHARGE
“server.” This is the server that runs the DP/CHARGE Payment Server process in the
background, listening for connection requests from the client application and then accessing the
accounting system. It is HIGHLY recommended that you choose the same network server that
the accounting system is installed on.

To Setup DP/CHARGE:
1. From the Accounting Server, <click> the Start button enter “CMD” in the Start Search line. The
Run window (Figure 1-1)displays:

Figure 1-1. If you type “dpchargeservice,” the system will display the command options available.

2. Press the ENTER key. The Command Prompt window displays.
3. Change the directory to where the accounting system is installed (i.e. cd c:\apps\dpcharge). The
prompt changes to wherever you installed the application.
4. From the command prompt in the software directory, type “dpchargeservice install” and press
Enter on the keyboard. This command brings up the DP/CHARGE Payment Server as a
“Windows Service” which automatically starts whenever your server is turned on or rebooted.
5. Type “exit” and press ENTER on the keyboard to close the command prompt window.
6. If you ever need to remove DP/CHARGE as a service, type “dpchargeservice remove.”
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To Start DP/CHARGE for First Time:
Once DP/CHARGE has been installed as a service, you must start the process for the first time.
1. From your Windows desktop, <right-click> on the “My Computer” icon and select the
“Manage” menu option. The Computer Management window displays. Click on “Services.”
(Figure 1-2).

Figure 1-2. Computer Management Window

2. From the menu on the left, <click> the Services and Applications option and then select the
Services sub-option. A list of services installed on your system displays in the right window.
3. Scroll down to the DP/CHARGE service, <right-click> and then select the Start menu option.
The DP/CHARGE Payment Server starts and returns to the Computer Management window.
DP/Charge is now running and is designed to “listen” for transactions from the Company ID’s
you have set up. You may add more companies at any time. By adding DP/Charge as a service,
even if the accounting server is “rebooted” for any reason (i.e. maintenance updates, power
failure) the system will automatically restart and you will be ready to continue credit card
processing once the server has rebooted.
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At this point, the DP/Charge software should be configured and ready to be finished by
configuring the set up in either the Infinity POWER Accounts Receivable or Point of Sale Set
Up and Maintenance options as shown on the following screen:

These three menu options allow you to define several configuration items including setting
DP/CHARGE as the Processor ID to be the default payment system.

Then, you will also define the various methods of payments the company accepts. That includes
CASH, CHECK, ACH, and all types of credit card payment methods such as VISA,
MasterCard, American Express and Discover. This option allows you to define which Sales
Codes are to be used by Payment Type, which then also controls how the accounting transactions
flow directly to the General Ledger.
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Once all of the DP/Charge options are defined, then users can set up “Cards on File” for each
customer whereby no credit card information is ever stored on your accounting server. All
Credit Card Numbers and expiration dates are stored in the OPENEdge Secure Data Vault.
That data is fully encrypted and only the “encrypted token” is passed during the processing of a
stored card transaction to insure full security of the customer’s card data.
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OpenEdgeTechForum

New Post from OpenEdge
EMV Update
We value our partnership with you and strive to keep you informed related to significant
updates across the payments landscape. You may have seen recent stories in the news
regarding EMV chargeback policy changes. We’re contacting you to provide an update
on how these changes affect you and your merchant customers, and what merchants can
expect if they have not already upgraded their systems for chip card acceptance.
What’s the Latest on EMV?
The U.S. continues to see a slow rollout and implementation of EMV. We are now well
beyond the start date of October 2015, and most merchants at this point realize there was
no need to panic. In fact, only 17% of small to medium businesses using an integrated
POS have upgraded to EMV.
The card brands have also taken a step back to evaluate the EMV rollout with both Visa
and American Express recently modifying their chargeback policies for merchants who are
not yet ready to accept chip cards. Those changes include a decision to block all US
counterfeit fraud chargebacks under $25, effective July 22, 2016. According to their
own research in the U.S., American Express discovered that 40% of counterfeit fraud
chargebacks occur on transactions that are below the $25 threshold.
In addition, beginning October 2016, VISA and American Express issuers will be
limited to charging back 10 fraudulent counterfeit transactions per merchant
account, and will assume liability for all fraudulent transactions after the limit has been
reached on an account. Both of these changes will remain in effect until April 2018.
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These changes to the EMV chargeback policies are designed to give merchants more
time to upgrade their systems for chip cards while limiting merchant fraud losses.

Specific to the verticals that OpenEdge serves, we see low to moderate chargeback risk, with
extremely low numbers of chargebacks reported. In fact, over the entire OpenEdge portfolio,
only 0.005% of sales volume has been reported as EMV chargebacks.

What Does This Mean to Merchants?
This is good news for your customers. These changes give merchants more time to update
their systems for EMV while reducing excessive chargebacks. Please note that there is no
action required by your customers related to the updated EMV chargeback policies from
Visa and American Express. The changes will be implemented automatically – no
intervention is required.

Beyond the new chargeback policies, several of the card brands are also working on
resolving another merchant EMV concern – the time it takes to approve a chip transaction.
Visa and American Express are both working on technology to speed up transaction times.
Visa has introduced Quick Chip for EMV which allows consumers to remove their card
from payment terminals before the transaction amount is finalized or before the authorization
response has been received. American Express recently announced the launch of Quick
Chip, a service designed to provide a quicker route to process chip card transactions.
Additionally, OpenEdge will continue to leverage our card network partnerships to provide
technology that improves the performance and overall customer experience of EMV
processing.

We look forward to continuing to serve you and your customers with secure

integrated payment solutions. Please contact us if you have any questions regarding the
recent EMV chargeback policies or other topics impacting payment processing.
For more information: https://openedgepayments.com/emv/update.html
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